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1. BerynneHue

Exchange — 3TO no4TOBBIN CepBMC, NpedHa3HayeHHbn ans cuctembl Windows. brnarogaps
BCTPOEHHbIM MexaHu3MaM ©Oe3onacHoCcTW, Mpu noMowM npoTokona TLS, no3BonseT co3gaBaTb
LWMPOBaHHOE 1 aBTOPU30BaHHOE COEAMHEHME CO BTOPbIM cepBepoM SMTP, co3gaBas Takum obpas3om
OesonacHbli 0OMeH wHdopMaumn. Haxogswumecs B nakeTe cepBepbl POP3, NNTP, IMAP,
nogaepXuBatoT Takke cepTudmkatbl X.509, obecneynBasi 6e30nacHbIN U aBTOPU3OBaHHbIV JOCTYN A1
KNMEHTOB 3TUX CEPBEPOB. ATOT JOKYMEHT COAEPKMUT UHCTPYKLUUNIO FeHepaLmMm YHUKanbHOW napbl Koyen
n CSR gns cepsepa Exchange.

2. CospaHue ceptudmkaToB

2.1. CospgaHue 3asaBkn Ha cepTudukat CSR

Mpu reHepauun CSR Heob6xoaMMo BBECTU crieaytoLLyo MHopMaLmio:

® Type a name for a Certificate — Beeante nmsa cosgaBaemoro ceptudgukaTa, Hanp.:
Cepep SMTP.

) Organization (O) — BBegute nonHoe HasBaHWe opraHu3aumm/upmbl, Hanpumep:
Delovoj centr Nevskij.

) Organizational Unit (OU) — Tlpu HeobXxoOuMOCTM MOXHO 3anoflHUTbL 3TO Morne,
BMMCbIBas Ha3BaHue otgena, Hanp.: Otdel Marketinga.

) Common Name (CN) — BBeauTe nonHoe gomeHHoe nms cepsepa DNS (fqdn) wnm IP,
koTopoe OydeT wcnonb30BaTb MoOMb3oBaTeNb CepBepa B CBOEW MOYTOBOW MporpaMmme, Hamp.
AOMeHHOe MMs cepBepa: mail.moyserver.ru.

) Country (C) — BBeguTe Kopg cTpaHbl, coctoswmi m3 2 6yke (RU). Heobxogumo
ncnonb3oBaTb kof 1SO, Hanp. cooTBeTCTBYIOWMI Koa Ans Poccuu - RU (6onblumne 6ykBbl), a He RF.

) State/Province (ST) — Beeante HasBaHune obnactu, Hanp.: Moscow.province Henb3s
NCNoNb30BaTb COKPALLEHNS.

City/Locality (L) — BBegute Ha3BaHue ropoaa, Hanp.: Moscow.

File Name — Beegute Ha3BaHue daiina, B kKoTopoM ByaeT 3anucaH 3anpoc Ha BbIMycK
ceptudmkara, Hanp.: C:\myreq.csr. ®ann ¢ 3anpocom Heobxoammo byaeT Bbicnate B CERTUM.

BHUMAHUE: [lpy 3anonHeHuM Bbllleykas3aHHbIX MOMerd He  UCNoNb30BaTb,  KApUMAuuy,
ONaKpUTMYECKME U cneumanbHble 3Hakn: & $ @ .

YUTtobbl creHepupoBaTtb 3anpoc CSR, koTopbii 6yget oTtocrnaH B CERTUM, v nognucaH ogHuM 13
ceptudmkatoB CERTUM, He0OX0oUMO 3aperncTpupoBaTthbCs Kak agMUHUCTPATOp cepBepa U 3anyCcTutb
Exchange System Manager:
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Crapt -> lNporpammebl -> Microsoft Exchange -> System Manager

@ Accessories 4
[E Administrative Tools 4
@ Mozilla Firefox 4
@ PrintMe Internet Printing
@ Startup 4
|'_-‘-‘ Adobe Reader 6.0 CE
& Internet Explorer
L"ﬁl Outlook Express
(5 exchange POP35.0 »
ge 4
- [E FlashGet » @ Deployment »
% Windows Update @ WinZip 4 g Active Directory Users and Computers
[E Any Image 4 .- n Manager
= WinZip @ GIMP »
= [E Mozilla Thunderbird 4
By Frograms 4 (5 Openoffice.crgt.1.4  »
/N
Documents >
_ =
[ -
c % Settings >
(7]
)
o @ Search »
S
o @ Help
1]
g Run...
b=
P
§ @ Shut Down...

Haxvmaem npaBoN KHOMKOW MbILKM Ha NPOTOKOM, AN KOTOPOro XOTUM BBECTW nepedadvy OaHHbIX C
3awmTon SSL, nocne 4ero Bbibnpaem Properties:

""'-Exchange System Manager

J’lfj Console  Window Help
lJ Action  View “ & = | =

Tree I

'323 Moja Firma (Exchange)

-3 Global Settings
i@y Internet Message Form:
i-2Ld Message Delivery

& Mobile Services
- Recipients
= Servers
=) j DANIL-CERT
[=-{4 Protocols
. m-I3 HTTP
-3 IMAP4
=-£3
E-ah,
-4 SMTP
© i.B xa400 | Stop
i lﬁ Queues Pause
=-£=}) First Storage
(2 Mailbox €
= é*} Public Fo  Rename

Start

New Window from Here

-3 Connectors Refresh
-3 Tools :
-3 Folders Properties

Help
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B okHe Properties Boibupaem 3aknagky Access n Haxunmaem Certificate:

Default POP3 Yirtual Server Propetrties

21|

Gengral Access I Megsage Format Calendaringl

—Access control

Enable anonymous access and edit the
authentication methods for this resource.

— Secure communication =
View or set the secure communications ( Certificate... l >

Authentication... l

method used when this virtual server is
accessed.

— Connection control
Grant or deny access to this resouce using

IP addresses or Internet domain hames. Connection:..
ok | Cancel | Ao | Hep |
Takvum o6pa3om 3anyckaem npouecc reHepaumm sanpoca CSR:
Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server
® Certificate Wizard
N

This wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web server:

Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate.

To continue, click Next.

]

D ack I MNext > I Cancel
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Bbibupaem onumio Create a new certificate:

1IS Certificate Wizard i X|

Server Certificate
There are three methods for assigning a certificate to a Web site. ®

Select the method you want to use for this web site:

{+ Create a new certificate.
" Assign an existing certificate

(" Import a certificate from a Key Manager backup file.

< Back I Next > I Cancel I

OcTtaBnsiem aBTOMaTU4YECKU YCTAHOBJIEHHYIO OMNUUIO:

I1S Certificate Wizard
Delayed or Immediate Request

x|
You can prepare a request to be sent later, or you can send ohe ®
N

immediately.

Do you want to prepare a certificate request to be sent later, or do you want to send it
immediately ta an online certification authority?

¥ Prepare the request now, but send it later

€ Sendthe request immediately ta an online certification authority

< Back I Next > I Cancel
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BnuceiBaem HasaHue pgns Hawero CepTudukata u BblOMpaem AnuHy knoya (1024 6utoB -
JocTaToyHas EMKOCTb):

IIS Certificate Wizard 1 X|

Name and Security Settings
Your new certificate must have a name and a specific bit length. ®
Y

Type a name for the new certificate. The name should be easy for you to refer to and
remember.

Name:
Default POP3 Yirttual Server

The bit length of the encryption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the security. However, a greater bit length may
decrease performance.

Bit lenath:

512 'l

212 tography [SGC) certificate [for export versions only)
2048
4096

< Back I Next > I Cancel

BnucbiBaem YHUKalnibHOE Ha3BaHne 1 nogpasaernexHne d)I/IprI (OpFaHM3aLI,VIVI)Z

BHUMAHUE: Vcnonb3oBaHue KUpWUNuubl, ANAaKpUTUYECKMX U CreumanbHbiX 3HakoB %, », $,  npwu
3aMnoSIHEHUN 3TUX JAHHbIX NPUBEAET K HENPaBWUINbHOW reHepaumm ceptudukaralll

IIS Certificate Wizard i x|

Organization Information

Your certificate must include information about your organization that ®
distinguishes it from other organizations. \

Select or type your organization's hame and your organizational unit. This is typically the
legal name of your organization and the name of your division or department.

For further information, consult certification authority's Web site.

Organization:
IMoia Firma L’

Organizational unit:
IDddzial w Moja Firmd Z’

< Back | MNext > I Cancel
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BnuceiBaemM nonHoe Ha3BaHue cBoero cepeepa (Common Name):

BHUMAHMUE: 370 o4yeHb BaXHOe Morie 1 34ecb HeobxoamMmo 3anucatb nosiHoe goMeHHoe uMs DNS
(fqdn) unn IP cepsepa Hanp.: mail.mojserver.pl (nonb3oBaTens cepBepa AOSPKEH BBECTU 3TOT adpec B
CBOEW nporpamme)

IIS Certificate Wizard i x|

Your Site's Common Name
Your Web site's common name is its fully qualified domain name. ®

Y

Type the common name for your site. If the server is on the Intemet, use a valid DNS
name. |f the server is on the intranet, you may prefer to use the computer's NetBl0S
name.

If the common name changes, you will need to obtain a new certificate.

Common hame:

mail. mojserwer. pl

< Back I Next > I Cancel |

B 3aBepLueHnn BNncbIBaeM reorpamyeckue AaHHble, Kacallmecs Halero ceptugukara..:

IIS Certificate Wizard | x|

Geographical Information
The certification authority reguires the following geoaraphical information.

Cauntm/Fegion:

IF'L [Paland] |

State/province:

IZachudniDpoDrskie j
City/locality:

ISzczecid j

Statesprovince and Citydlocality muzt be complete, afficial names and may not contain
abbreviations.

¢ Back I et = I Cancel
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... M BNCbIBaeM nMs panna, B KOTOPOM ByaeT 3anucaH Hall ceptudmkar:

IIS Certificate Wizard i X|

Certificate Request File Name
Your certificate request is saved as a test file with the file name you ®
specify. \,'

Enter a file nhame for the certificate request.

File name:

Id:\certreq. [ Browse... |

< Back I MNext > I Cancel

B 3aBepweHun nposepsieM AaHHble, KOTOpble Mbl 3anucanu B ceptudmkarte. Npu HeobxoammocTu
BO3BpallaeMcs Hasag (Haxxmmas Ha back) n koppekTupyem HenpaBuIbHO 3anoSfIHEHHbIE NONS:

IIS Certificate Wizard ] x|

Request File Summary
You have chosen to generate a request file. ®

N

To generate the following request, click Next.
File name:  d:\certreq.txt

Your request contains the following information:

lssued To mail.mojserwer.pl

Friendly Name Default POP3 Virttual Server
Country / Region PL

State / Province Zachodniopomorskie

City Szczecin

Organization Moja Firma

Organizational Unit Oddzial w Moja Firma

< Back I Next > I Cancel l

Mporpamma co3gaHust cepTUdmkaTtoB COOOWINUT O nNpaBunbHOM reHepauum 3anpoca CSR (kpome
3anpoca B peecTpax y)Ke HaxoauTCs TakKe NepCcoHanbHbIV KIHOY):
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IIS Certificate Wizard ' x|

Completing the Web Server
® Certificate Wizard
Y

You have successfully completed the Web Server
Certificate wizard. A certificate request was created and
saved to the file:

d:hcertreq.tut

Send or e-mail this file to your certification authority, who will
send you a response file containing your new certificate.
Restart this wizard to attach the new certificate to your
server.

Click here

for a list of certification authorities who offer services for
Microsoft products.

To close this wizard, click Finish.

Back I Finish I [Cancel

2.2. CospgaHue cepTtudumkaTa Ha OCHOBaHUM co3gaHHoro 3anpoca CSR

CreHepupoBaHHbIN Hamu 3anpoc byaeT BoirNsaeTb N0A06HBEIM 0OpPa3oM kak yKazaHo HUXe:

MIIDMDCCApkCAQAWgZoxGzAZBgNVBAMTEMRsdAWJIhY3oudWSpemV0by5wbDEhRMB8G
AlUECxMYRHppYWwgT2Nocm9ueSBJIbmZvcmlhY2ppMRswGQYDVQQOKExJVbml 6 ZXRv
IFNwLiB6IG8uby4xETAPBgNVBACTCFNG6Y3plY21uMRswGQYDVQQIExJaYWNob2Ru
aWowb21venNraWUxCzAJBgNVBAYTAIBMMIGEMAOGCSgGSIb3DOEBAQUAA4AGNADCRB
1QKBgQC8JVRgRPbltoZyvMjfXCef5PIcyLMQOv6Z22A10)2GMoeKBCCyZF1kHoDSWW
0ZF54FrTZhyKwYqfgiHO5duLfJSBgb/PTzovZHIqXUtx1l+zQThcdnA4Z/JKyWHG1
X7LULCY9u2bas/viWwQZWYvxegNMWA4RZ+LU9QqmSb/YD2qt0Z22qwIDAQABoIIBUzZAA
BgorBgEEAYI3DQIDMQOWWC)UuMC4yMTk1L] IwNQYKKwYBBAGCNwIBD)ENMCUwWDgYD 7J0KKshdGgAF7P6AYCc7WAyA9BInPeyEZQRWOtL4D
YBApPQ==

Mmesa cospaHHbIv 3anpoc, HeoOX0OUMO 3anoNnHUTL 3asiBKy M BkneuTb CSR Hanp. Ha cante CERTUM
(ank-pki.certum.ru -> [IpednoxeHue -> BblbpaTb, KOTOPbLIN cepTudumKar XOTUM KynuTb U Ha cante
BbIbpaTth KynuTb ceptudumkar).

MosiBUTCA OKHO C MHGOPMAaLMEN O OOKYMEHTaX, HEOOXOAMMBIX OJ11 OKOHYaHWsI mpouecca Mnony4vyeHus
ceptudmkata. [Jns npogosmkeHus npoLecca Nokynkn Heobxoaumo BeidpaTth KynuTb.
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KynuTe ceprudmiaTt Enterprise SSL c nepnogom aedcTteuTtensHocTh (1 roa)

Janpoc ceprhibHKaTa

B HMMecneayHWEE NoMe BCTABLTE 3anpoc cepTudmkaTa (CSR)*.
Janpoc CepTUMMKATE MOXHO CreHEpPUPOBATL!

- MONb3YACk FEHEPSTOPOM, NPEACTAENEHHEIM Ha caliTe CERTLUM,

- Ha CepEEpe O0MEH3, ONA KOTOPOro XOTMTE NOAYUYMTE CEPTMRMKAT.

?‘JdemsApGUhQEZde{hQIEdEKHEENDQU‘HEESBRSiiVFiFNZBlLElBEDDIGBEI{ =
:fl:;;ln Lr7nu3xUhSiqzllbv783tBYaQ4IjWFXW / AgkrryHVX4NIQcLceS4ANGI S U]
;:I;Euwhshm3er‘|’NH2pq[lPerw2HjBdKequEl:mHBlIAmItBEIGXBcD[IEiG1w2Q
EEE!I{:PIDfprhwa+PE;’GuFIHQ,.n"rhshl]NNpRePagP,.n’IdevN2r[lv32Bque‘|'
|—s—l]———El"II:l CERTIFICATE REQUEST-----

-

Anpec e-mail

E-mail*: mojadres@mail.ru

BepudurayHa goMeHa

BribepuTte email anpec, Ha KoTopelA By AeT oTNRAaENeEHa coeliNka, MNpH Nepexode no

coelnge Bel, TEM CaMelM, NOATEEROMTE, HTO HMEETE OOCTYM K aKKayHTY, YKaSaHHOMY B
CSR zanpoce, HMXE Hax04MTCA COMCOK AOCTYMNHEIX ANA 3AMHHHCTRATORA aKKayHTOE,
BribepeTe agpec K KOTOPOMY MMEETE LOCTYM.

Ha aToM ware NpoMcxo4MT BEepvMEalMa NpagE 40CTYNa K CEPEEpY, AOCTYAHOMY B
OOMEHE, YKazaHHoM B TSR sanpoce. Moxete BelbpaTe 0OHH M3 0BV X METOLOE
E2pHPHEILHMH: MCNoNESYA BCTaEKY META tag B coOep®aHHMM MAaBHoA CTRAHMULE! MAHK
COXPAHHME CreHepMpOBaHHEIR $ain B KOpHEEOR NanKke cepEepa, AOCTYMHOMD Nog
AOMEHHEIM HMEHEM, YK a3aHHeIM B TSR zanpoce,

Bepribrkaymna gomMeHa*: ¢ISanmwm dain HTML D

JaAeneHWe

NEPEA NOAAYEH 3AABKM HA BbINYCK CEPTH®WEKATA, ErD
NOATBEPXAEHHMA MNK MCNONb30BAHKMA ANA NEPEOW NOANKCK — Bbl
AO0MKHbBI NPOYHTATE TEKCT HACTOALWLErN0 3AABMEHMA. ECNK Bbl HE =
COrNACHbI C ¥CNOBHWAMIA HACTOALWLEID 3AABNEHKMA, HE NOAABAITE
JAABKY HA BbINYCK CEPTH®MEKATA, HE NOATEBEP XA AWMTE M HE
HMCNONb3¥KTE Er0.

[

JFanAeneHwWe ABNAETCA 00AZaTENEHEIM C MOMEHTA NOAAaYH ZAAEKH Ha
BoINYCK CcepTihuikaTa o CERTUM — OTKpbITOro ¥ Q0CTOEEPAKILEND
LeHTpa. Nogaean 3aABKY Ha BbINYCK cepTviduikaTa, Bol TpebyeTe oT
RhinamMern noobraHAa nArrkMOTNATH IATRKY M RhINYITHTHh I'EI'ITMI‘hMII.'HT!

[£

<_|¥] Noateepwxnam sanenenne®

* - pbAzaTeneHoOE None

| JakKaszpiean
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BHUMAHUE: YTto6bl BknenTb cepTudmkat Ha cante Heobxoammo caenaTtb KONuIo pparMeHTa TekcTa
ot nmHun  "--BEGIN CERTIFICATE --" go "--END CERTIFICATE--" (BMecte ¢ nuHuamu!!!),
ncnonb3ysa Ansd 3Toro TEKCTOBOW peaaKkTop.

Heobxoaumo ycTaHOBUTBL MPOBEPKY OOCTYyNa K AOMeHy vepe3 Bblbop agpeca e-mail agMuHucTpaTopa
(e-mail HeobxoomMmo BbIBpaTb CO cnucka), a Takke cnocod npoBepkn AomeHa (c nomolibio Tag wnnm
charina HTML).

lMpoBepbTe, 4TO B CTpoke E-mail BnncaH npaBunbHbIM agpec (Ha 3To agpec OyAyT BbiCMaHbI
AanbHerLee NHCTPYKLMK), 1, 4To oBo3HaveHa cTpoka lMoareepxaato 3assneHve n Haxmmaem Janee.

Ha cneaytowei ctpaHuue 6yaoeTt nokasaH 3anofiHeHHbI opmMynsip. HeobxoanMo NpoBepuTb Unv Bee
[AaHHble BBeAeHbl NpaBuIIbHO.

MNpoeepbTe EREEASHHDIE AaHHDIE, a Aanee, yTobbl cAenaTh TaKaz HAMMHTE KIaBMILY
BbICNAaTh, KOTOPaA HAaXO0AMTCA NoA GopMy NAPOM.

Ky¥ynute cepriduikar Trusted S5L c nepruogom geldcTenTencHocT (2 roga)

Janpoc cepridurara

B HM#eCnenyHIWEs NOME BCTAERTE Zanpoc cepTHhMEaTa (CSR).
Janpaoc cepTHhKKATa MOXHO CrEHEPHPOEATE!
- MOABZYACE FeHEPATOPOM, MNPeLCT AENeHHEIM Ha caliTe CERTUM,

- Ha cepBEpE A0OMEHA, AMNA KOTOPOro XOTHMTE MNOAYYKHTE CEPTHdQIMK AT,

MIIDIZCCAgQBCAQAwWgbERCZAIBgNYBAYTAIIYMRkWFWYDYQQIEXBTYWSrdC1QZ2XRI
cnNidXInMRkwFwYDYQQHEXBTYWSrdC1QZXRlcnMNidXInMRMwEQYDYQQKEwpNeSBD
b21wYW55MROWEQYDYQQLEWtXZWIgU2¥jdGIlvbjEZMBCGALUEARM)ZXhhbXBsZWRy
bWFpbi5ydTEmMMCOGCSqGSIb3DOEIARY Xcm9vdC 5te WRvbWFpbkEnbWFpbC5jb20w
ggEiIMADGCSqGSIb3DQEBAQUAA4IBED wAwggEKACIBAQCURDpblto2kXnaZcEDif ¥ M
PERIiFiKkmwOw 51Tl 7xgBXilyuGQITpjLBdErp2uBf7 )y HwTsYiMSMQ9QxMNmZ 7wy f
g¥peu¥pWivTyjWidy9fandl 0XyC89sZpNddo3Ip AW YKimT1PdcmZugjTrwl 5GEE
g25ucwmeK4hPHt7BuoQgker6CSTH25XjCGjCmEzcRKPIs+id4e2M316510vUPrAj
LBYANShOQgYEDIPYmMTryyM+zMX7NXdtns0zBygMsbxd3IKWHz+xLGCelv5pe3gSUod
StnINxgRHC73aDG5605FsCkWusXKGLy|90Dpk YLEYE+pMKQNh5SUU47NYhBzNgHgf
AgMBAAGgMDATEgkghkiGO9wOBCQcxBhMEMTERMTAZBgkqhkiGOwOBCQIxDEMET Xkg
029tcGFueTANBgkghkiGI9wOBAQQFAADCAQEAZrMADWhnRiRiimihveNrILcEYAGr
4U18h2qUIS03CKNOwWIUCSs6yfSkBH4PbulWWDv7Lwajld1COhw9pX8CXh9hL7 Q¥
Ay¥89jyao/8bgFbMusSAYODoDXowpnAigl BKWHRUFyj497KcfqMN1EYYnKvAEdRIGHT
CdGsmnGvDLD1 fgUUKRlakGLPSIIDM16zSmwLXjldhN17YGII6+GTSng3bMSTqZAY
sip]J7PgM3uzK)sSZ2 1 XWhRwARCwWrEXFZMNcmtZ2inDW+SGIGkYcckDorX1SyplaRY0q
UTX003YnoTFxdpnh3R11PI3HX7 fS5cebagUHBHND®DaXgZb+GghgbpQWQmw==

Ecnu faHHble BBeAeHbl NpaBunbHO, Haxxumaem [anee:

2.3. Tlony4yeHne n nHcTannupoBaHue ceptudmkata Ha cepeepe

Mocne BbINOMHEHUSI NMPOLEAYpPbI, YKasaHHOW B NpeablaylieM MyHKTE, MoflyYuM COOTBETCTBYHOLUWA e-
mail ¢ agpecom canTta u Homepom ID, KOTOpbIA NO3BOMUT aKTUBUMPOBATL cepTudukaT (pasmeLleHune
cepTudukaTa B Hallem peno3vTopum, JOCTYMHLIM Ha cakTax Www):

UNIZETO TECHNOLOGIES SA ©
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Bxogum Ha canT, BctaBnsem ID n Haxnmasa Janee aktusupyem ceptudmkar:

WHucTannaumoHnoe |0 ceptrdmeara:; 00d56ad 1 edbdfd3d00bbe2 37 thely 72 dEbablcf

Beenure D Ha cafTe:
hittps: SAwenan. certurm. eufrudinst ally

Konnektie ANK 1 Certum
SSlERank-pki.ru

Bxogum Ha canT, Bknemsaem ID n, Haxxumas Janee, aktusmpyem ceptudukar:

MHCTannupoBaHHe CcepTHdMKaTa

Brnuwwure 1D MHCcTAANAUMK cepTudMKaTa, KoTopeld Bel nonyuunm 8 coobwenmn e-mail ot CERTUM:

| | [anee]

BEHUMaHue!
B cnyuae ceprvdukaTos e-mail MHCTannAuMA Noanvc OoNAH3 NPOWCKOOMTE HE TOM HE CAMOM KOMMBHITERE M C NOMOLLEBH
Toro #e camorce Bpaysepa, KoTopeli Bel MCNOAB30EANW YEA3ZEIEAA aapec e-mail.

[na uHTepecyollero Hac ceptudukaTa BbiGUMpaem onuuilo 3anucatb B TEKCTOBOM WUnM 3anucaTb B
GuHapHOM BuAeE:

MHcTannupoBaHue cepTudmKkaTa

Enterprise SSL nelcTeuTensH ao: 30.04.2010

CybbexT: exampledomain.ru
Email: root.mydomain@gmail.com
Homep: 0x4930C

Janucarts BuH dpHO JanucaTe TEKCTOBO

[na vHcTannaumm ceptudukaTa Ha cepeBepe HEOBXOAUMO 3aperncTpupoBaTbCs Kak afMUHUCTPATop
cepsepa u 3anyctutb Exchange System Manager:

UNIZETO TECHNOLOGIES SA ©
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Crapt -> lNporpammebl -> Microsoft Exchange -> System Manager

% Windows Update
g WinZip

7w e G G gy €5 @ B2 (1 g 7 e B

Accessories
Administrative Tools
Mozilla Firefox

PrintMe Internet Printing

N N,

Startup

Adobe Reader 6.0 CE
Internet Explorer
Outlook Express
eXchange POP3 5.0 4
Microsoft Exchange 4 @ Additional Resources

FlashGet 4 @ Deployment

WinZip 4 EJ Active Directory Users and Computers

Any Image . System Manager
GIMP

Mozilla Thunderbird
OpenOffice.org 1.1.4

E Programs
‘ﬁ Documents
P
of |
c % Settings
(e¥)
2 :
o @ Search
S
o~ @ Help
7]
2
o b Run...
=1
§ @ Shut Down...

UNIZETO TECHNOLOGIES SA ©
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Haxkmmaem npaBoii KnaBuLLEN MbILIKU Ha NPOTOKOJ, AMsi KOTOPOro XOTM BBECTU Nepeaady AaHHbIX
C 3aluTOW, Nocne 3Toro Buibvpaem Properties:

Moja Firma {(Exchange)

{3 Global Settings

Q Internet Message Form.
1 Message Delivery

&H Mobile Services

{3 Recipients

{3 Connectors
-4 Tools
-2 Folders

BbiGVpaem 3aknaaky Access Haxkumaem Ha CepTudukar:

B okHe Properties

Default POP3 Yirtual Server Properties

UNIZETO TECHNOLOGIES SA ©
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Beibmupaem Process the pending request and install the certificate:

I1S Certificate Wizard
Pending Certificate Request e
A pending certificate request is a request to which the certification
‘authority has not yet responded.

YkasblBaeM HasBaHue daiina, B KOTOPOM Mbl 3anucanu ceptudukaT ansa cepeepa:

I1S Certificate Wizard

Process a Pending Request

Process a pending certificate request by retrieving the file that contains
the certification authority's response.

d Settingshadministrator\DesktophE xchangecertyfik atyhcertyfik at. st

UNIZETO TECHNOLOGIES SA ©
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BynyT ykasaHbl AaHHble cepBepa, KOTopble 3anncaHbl B cepTudmkare.

IIS Certificate Wizard i x|

Certificate Summary
You have chosen to install a certificate from a response file. ®

To install the following certificate, click Next.
File name: D:\Documents and Settingshadministrator\De... \certyfik at tat

Certificate details:

Issued To mail.mojserwer.pl

Issued By Certum Level |

Expiration Date 10/5/2005

Friendly Name Default POP3 Virtual Server
Country / Reaion PL

Organization Moja Firma

< Back I Nexst > I Cancel I

MporpaMma cooBLWMT 0 3aBEPLUEHUM NPOLecca UHCTanNALUM cepTudumkaTa Ha cepBepe:

IIS Certificate Wizard B x|
Completing the Web Server

® Certificate Wizard
N

You have successfully completed the \Web Server
Certificate wizard.

A certificate is now installed on this server.

If you need to renew, replace, or delete the certificate in the
future, you can use the wizard again.

To close this wizard, click Finish.

¢ Back I Finish I [Cancel

2.4. Tlony4eHne nNpoOMeXyTOYHbIX CEPTUPUKATOB

Y106kl nonyuntb Cetudpmkatr Certum CA vnv npomexyToyHble cepTudmkatbl HeobXoanmMo BONTU Ha
cant ank-pki.certum.ru B pasgen ObcnyxumBaHue ceptudumkatoB > KopHeBble cepTudukaTbl U KITHOYK.
Mocne BbiGopa cepTudmkata Heobxoammo Beibpatsb onuuto CeptudukaT ansa cepsepos WWW.
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TmaBHbIA KNHOY WeHTpa — Certum CA

CepHiHbIiA HOMEep:
NeicTenTENEH OT:
DNehcrenTened go:

Ceprndmiar gna bpaysepos WHCcTannwpoBaTs
Ceptndmkar gna cepeepos WWW » SSL / TLS WHCTAAAWpOBaTE
Ceptnimkar gnAa cetesoro obopygosaHna WHcTannvpoeaTts

EREPY =

MosiBUTCA MHTepecylowunn Hac cepTuduKkaTt, KOTOpbIM BblibMpaem MbILKOW, BCTaBnsieM B dann wu
3anucbIBaeMm.

BHUMAHUE: YTo6bl Bknemtb B dhann ceptudmkata, nNpeacTtaBneHHOro Ha cante Heobxoommo
ckonupoBaTb parMeHT TekcTa HaumHas ¢ Tekcta "--BEGIN CERTIFICATE --" do "--END
CERTIFICATE--" (BmecTte ¢ nuHnamu!!!), ncnonb3ys ans 9Toro TEKCTOBLIA peaakTop, Hanp. Notepad
n mblwky. He cnepyeT ucnonb3oBaTb AnNA 3Ton onepauun Word, wnu Kakon-HUGyab Apyrom
TEeKCTOBbIN pegakTop!

B cnyyae nonyvyeHus NpOMEXyTOYHbIX cepTudukaToB, BbliBMpaem CO ChAMCKa WHTEPECYOLMA Hac
ceptndukaTt, Hanp. CERTUM Level IV (Ceptudmkatsl Level IV cnegyeT nonyunTb B criyyae, Korga yxe
nmeem ceptudmkat Tmna Trusted, ceptudpmkar Il ypoBHs cnegyeT nony4mTb B CUTyauun, KOorga uMeem
ceptndukat Trna Enterprise / Wildcard, ceptudumkar |l ypoBHA crnegyeT nonyyuTb, KOorga MMeem B
Hanunuuu cepTudukaTt TMna Commercial, gna ceptudukatos Tuna Private — ceptudumkaT | knacca).
Mocnepyowasn yacTb npouecca (3anuck B davin) NpoMcxoanT Takke Kak u ans ceptudukata Certum
CA.

2.5.  MMnopT NpoOMeXyTOUYHbIX CepTUPUKaATOB

Heobxogumo co3gaTb  cneuuanbHYlO  KOHCOMb  ANS  agMUHWCTPUMPOBAHWS M YNpaBrieHus
cepTndukatammn, Haxogsawmxcs B 6ase cepTudumkaToB KOMNbioTepa (CTaHA4apTHbIM BuU3apg Windows
CoefMHSAeTCsa C peecTpaMy OnpedeneHHOro Mnornb3oBaTernis), ecrnm Xe KOHCOMb Obina yXe co3gaHa
paHblue, Toraa oHa OOCTYNHAa B MeH0 AOMUHUCTPATUBHbIE MHCTPYMEHTbI.

[lns aToro cosgaHne KoHconu 3anyckaem Cc KOMaHAaHON CTPOKK BNNCbIBad mmec:

[V1D:\ WINNT system32\cmd.exe

Microsoft Windows 200@ [Uersion 5.88.21951]
(C> Copyright 1985-2808 Microsoft Corp.

D:\Documents and Settings\Administrator>mmc_

UNIZETO TECHNOLOGIES SA ©
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B OTKpbITOM KOHCOMNMW BbIGUPaeM C BEPXHErO MeH0 onuuto [1lo6aBnTb/Y4anuTe ocHacTKy unu Bbibnpaem
KoMbuHauuto knasuw ctrl + M:

Console  Window  Help |J 0 @ H |

= Mew ctri+l

I Open... Chrl+0

[ Save s ||m | @
Save As...

Chrl+mM

Options. ..

1 D:WINNT system32idsa

2 Exchange System Ménager

3 DWINNTY system32dnsmgmt
4 DiYWINNT system3z2idevmamt

Exit

Bbibupaem onumio [lo6aBuTk, nocne atoro ocHactky CeptudmkaTtsl:

Add/Remove Snap-in 8 llzl
Standalone | Extensions |

Use this page to add or remove a standalone Snap-in from the console.

Shap-ins added to: Ia Console Root j @I
Add Standalone Snap-in ﬂ_x_]
Available Standalone Snap-ins:
Shap-in | Wendor =

232 NET Framework 1.1 Configuration Microsoft Corporation
6I§Active Directory Domains and Trusts  Microsoft Corporation
]@Active Directory Sites and Services  Microsoft Corporation b
@Aclive Directory Users and Computers  Microsoft Corporation

grflAcliveX Control
Cert Microsoft Corporation
@ Component Services Microsoft Corporation
o eserrh Compuler Management Microsoft Corporation
escription ¢ 3 2
g Device Manager Microsoft Corporation
‘*- Disk Defragmenter Executive Software Inte... ;I
— Description
The Certificates snap-in allows you to browse the contents of the
Add.. Remove About.. | ceitificate stores for yourself, a service, or a computer.

oK I _ L

Add I Close

UNIZETO TECHNOLOGIES SA ©



Bbibupaem onumio YueTHas 3anvcb KOMNboTepa:

Certificates snap-in

OcTaBnsiem aBTOMAaTMYECKM YCTAHOBMEHHYIO MO3MUMIO (ecnn onepauusi OTHOCUTCS K OKanbHOMY
KOMMbIOTEPY):
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Bxogum B KoHcomnb — onuma Cepmuchukambl MEET celvac BTOPOCTENEHHYK ONnuuio — Mnocne ee
OTKPbITUSI NEPEXOAMM MO yKa3aHHbIM onumam (M1aeHble doeepeHHbIe ydocmoeepsiroujue UeHmpbil,
lMpomexxymoyHblie yoocmoeepsiroujue yeHmpsbl, [asHble ydocmoeepsiouwue yeHmpbl opyaux
¢gupm) n pobaBnsgem NpoOMeXyTouHble cepTudmKkaTbl (Nydwe Bcero fobaBnATb Bce cepTudukathl -
Certum CA u Certum Level I-IV gna Bcex 6a3 OaHHbIX; NPaKTMYECKM [OOCTaTOYHO [06aBuUTb
npomMexyTouHble cepTudumkatel B 06a3y [IpomexymoyHbie ydocmosepsirouwue ueHmpbl). [naBHbIN
ceptudmkat (Certum CA) 1 npomexyTtoudHble cepTudgukathl (Level I-IV) MoxHO ckayaTb ¢ canta: ank-
pki.certum.ru B pasgen ObcnyxuBaHue ceptudmkatos > KopHeBble cepTudmkaTbl U KMOYN

"Hi Console1 - [Console Root',Certificates {Local Computer)\Trusted Root Certification Aul ertil =lolx]
J“ﬁ] Console  Window  Help H D=EE ‘ [;]_Q_‘i(]]
“ Action Miew Favorites “ e = | {‘ L= B 2 ]
Tree I Favorites | IssuedTo / [ 1ssuedBy [ Expiration C «

=3 Console Root (Elapa.ECOM Root CA ABAECOM Root CA 7/9}2009
=1 Certificates (Local Computer) [Eautoridad Certificadora de la Asoci... Autoridad Certificadora de la Asocia...  6/28/2009
-] Personal [Eautoridad Certificadora del Colegi... Autoridad Certificadora del Colegio ...  6/29/2009
=[] Trusted Root Certification Authorities [Egaltimore EZ by DST Baltimore EZ by DST 7/3/2009
| [=Relnarom E-Trust Primary CA Belgacom E-Trust Primary CA 1/21f2010 -
-] Enterpr . T SecureNet CA Class & C&W HKT Securelet CA Class & 10{16/2009
& [J Interme View > C&W HKT Securelet CA Class B CRMW HKT SecurelMet CA Class B 10/16/2009
-] Trusted B e e (& casw HKT SecureNet CA Root CaW HKT Secureet CA Root 10{16{2010
B Unbrust 0 TR T [E) Cast HKT SecureNet CA SGCRoot  C&W HKT Securehet CA SGC Root 10/16/2009
B[ Third-Pe - pew Taskpad View... Ecat cat 371172019
® _u Trusted ———— [E certiposte Classe A Personne Certiposte Classe A Personne 6/24/2018
@[] Certific:  Refresh Corti 2 7
5 \:I spC Export Listin ert!p.oste Serve.ur N Cert!goste Serve.ur N 6/24/2018
B — Cert|5|gn - Autoridade Certificador... Certisign - Autoridade Certificadora ...  6/27/2018
Help (& Certisign - Autoridade Certificador... Certisign - Autoridade Certificadora ... 6/27/2018
[E Certisign Autoridade Certificadora ... Certisign Autoridade Certificadora A...  6{27/2018
Certisign Autoridade Certificadora ... Certisign Autoridade Certificadora A...  7/9/2018
Ecertum ca Certum CA 6/11/2027
[EClass 1 Primary CA Class 1 Primary CA 7i7i2020
= class 1 Public Primary Certification... Class 1 Public Primary Certification A...  8/2/2028
[Eclass 1 Public Primary Certification... Class 1 Public Primary Certification &...  1/8/2020
[EClass 2 Primary CA Class 2 Primary CA 7i7/2019
[EClass 2 Public Primary Certification... Class 2 Public Primary Certification A...  1/8/2004
[Eclass 2 Public Primary Certification... Class 2 Public Primary Certification A... 8f2j2028
Fi | o
|add a certificate to a stare [

Haxnmasa npaBon knasuwen Mbllkn Ha katanorn CepTudukaTtbl oTAenbHbIX 6a3 BbibMpaem onuuio
Bce 3agaum -> IMnopT — 34echb ke NosIBNSEeTCs 3HaKOMbI BU3apa

[Nocne okoH4YaHus MMrnopTa cepBep HeobxoaMmo nepesarpysnTb.

Mocne wumnopTupoBaHua cepTudukaTa B ykasaHHble nanku Exchange wusBnekaeTr uHdopmauuio,
KOTOpas MO3BONSAET Nonb3oBaTeNto NOCTPOUTL MOMHLIN NYTb cepTudurkauyumn (BMecte ¢ cepTudurkaTom
Certum CA, HaxogsAwmMcs B 6a3e nporpaMmel KnveHTa).
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3. KoHdourypauma cepsepa Exchange gna coeguHeHun https

Ona  Toro, u4TtoGbl Haw cepBep oOGCnyXuBan WWUQPOBaHNE COEAMHEHUs, HeoGXoaMMOo
3aperMcTpupoBaTthCa Kak agMUHUCTpaTop cepsepa 1 3anyctutb Exchange System Manager:

Crapt -> lNporpammebl-> Microsoft Exchange -> System Manager

@ Accessories

[E Administrative Tools

@ Mozilla Firefox

[E PrintMe Internet Printing
Startup

Adobe Reader 6.0 CE

Internet Explorer

AR NN A N

&

-
=

Outlook Express
exchange POP3 5.0

res® b

@ FlashGet » @ Deployment »
Windows Update @ WinZip 4 E} Active Directory Users and Computers

@ Any Image 4 '. System Manager

WinZip @ GIMP »
@ Mozilla Thunderbird »
rogarams > >
Rz (5} oOpenoffice.org1.1.4  »
‘:j Documents
)
c % Settings »
D
V)
o @ Search »
S
o @ Help
7]
g a Run...
£
§ @ Shut Down...
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C okHa CeowictBa BbiOMpaeM 3aknagky Access HaxkumaeM Ha Communication u oTMeyaem onuuio
Require secure channel n Require 128-bit encryption:

x

Once a valid key certificate is installed, you can require that access take
place on a secure channel.

[V Require secure channel

Access can also be limited by the strenath of the encryption. Select this
option only if 128-bit encryption is supported on this computer.

V' Require 128-bit encryption

|
[ ok | cancel | Hep | [

Yiew or set the secure communications Certificate... |

method used when this virtual server is

accessed. T
Communication... D

— Connection control

Grant or deny access to this resouce using

: Connection... |
IP addresses or Internet domain hames.

oK Cancel Apply Help

4. mnopT/3kcnopT cepTudmkaToB cepBepa

Ona wmnopta/akcnopTa cepTudukata cepBepa (BMecCTe C MepcoHarbHbIM K4YOM) Heobxoaumo
co3gaHve crneuuanbHOW KOHCONMW Ans  aAMWHUCTPUPOBAHWMS W ynpaereHuss cepTtudukaTamu,
nomeLleHHbIMN B 6a3e cepTudmkatoB komnbtoTepa (CTaHdapTHbIM Bu3apa Windows coeguHseTcs ¢
peecTpamun onpegeneHHoOro nonb3oBaTens), ecnu e KOHcoNb 6bina co3gaHa padblle, Torga oHa
OygeT QocTynHa B MEH0 AOMWHUCTPATUMBHBIX MHCTPYMEHTOB B MaHenu YnpasneHus (CMOTpUTE MYHKT
BbILLIE).

C uenbio UMNopTUPOBaHUA cepTudukata cepsepa Mnocne 3anycka KOHCONMU MnepexoavMm K onuuu
Personal u B meHto Action -> Bce 3agayn ykasbiBaem komaHgy VIMMopT... NOSIBUTCA OKHO NporpamMmbl
UMNOPTUPOBaHMA cepTudumkaTa. B nporpamme Heob6xoouMO BbIMONHUTL Criegyrolimne 4eNCTBuS:

e YkasaTb (harn ¢ konuen kniova u ceptudukata (B chopmate *.pfx))
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e Bgectu naponb Ans nepcoHanbHOro kniova u Bbibpate onuuio O603HauUNTL KIHOY  Kak
UMNOPTUPOBAHHbIN

e  3aKkpbITb Nporpammy

C uenblo 3KCMOPTUPOBaHMA cepTudMKata cepBepa MOCMe 3anycka KOHCOMU Mepexoaum K onuuu
Personal  BbiGupaem ceptudukat, 4N KOTOPOro XOTUM co3fdaTb Konuto. [ns 3Toro B MeHto Action ->
Bce 3agaum ykasbiBaem KoOMaHZy OKCMOPT... MOSIBUTCS OKHO MNpPOrpaMMbl  3KCMOPTMPOBaHMS
cepTudmkaTa. B nporpamMe HeOGXOAMMO BbINOMHUTL CRiEeAyoLmne AeNCTBUS:

e YkasaTb onumo SKCNOPT C KMOYOM NepcoHanbHbIM

e HE ykasbiBaTb onuuio YaanuTb KoY NepcoHanbHbIV NOcne yaadHoro akcnopTa

e Baectun naponb, KoTOpbIN OygeT 3aWwmaTe SKCNOPTUPOBAHHBIN NEPCOHANbHbIN KoY
e BaecTtu umsa danina, B KOTOpbI OyaeT 3anucaHa 3anacHasi Konus

e  3aKkpbITb Nporpammy
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